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Intrusion Detection

Intrusion Detection is the art of detecting

inappropriate, incorrect, or anomalous activity.

Among other tools, an Intrusion Detection
System (IDS) can be used to determine if a

computer network or server has experienced an
unauthorized intrusion.



Intrusion Detection ...

An Intrusion Detection System provides much
the same purpose as a burglar alarm system
installed in a house.

In case of a (possible) intrusion, the IDS system
will issue some type of warning or alert. An
operator will then tag events of interest for
further investigation by the Incident Handling
team.



Types of IDS

Host Based Intrusion Detection Systems (HIDS)

Network Based Intrusion Detection Systems
(NIDS)



History of Honeypot

The idea of honeypots began with two
publications, “The cuckoos egg” & “ An evening
with Bredford”.

“The cuckoos egg” was about catching a
computer hacker that was searching for secrets
in authors corporation.

“An evening with Berdferd” is about a hackers
moves through traps that the author used to
catch him.



What is Honeypot?

According to Lance Spitzner, founder of the
Honeynet project, a honeypot is a system
designed to learn how “black-hats” exploit
weakness in an IT system.
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What is Honeypot? ...

A Honeypot is an intrusion (unwanted) detection
technique used to study hacker movement and
interested to help better system defences
against later attacks usually made up of a virtual
machine that sits on a network or single client.
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Goals



Goals of Honeypot System

The virtual system should look as real as
possible, it should attract unwanted intruders to
connect to the virtual machine for study.
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Goals of Honeypot System...

The virtual system should be watched to see
that it isn’ t used for a massive attack on other
systems.
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Goals of Honeypot System...

The virtual system should look and feel just like
a regular system, meaning it must include files,
directories and information that will catch the
eye of the hacker .
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Role of Honeypot

Soltware

Network
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Honeypot Operating

Honeypots are, in their most basic form, fake
information severs strategically-positioned in a
test network, which are fed with false
information made unrecognizable as files of

classified nature.
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Honeypot Operating ...

In turn, these servers are initially configured in a
way that is difficult, but not impossible, to break
into them by an attacker; exposing them
deliberately and making them highly attractive for
a hacker in search of a target.
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Honeypot Operating ...

Finally, the server is loaded with monitoring and
tracking tools so every step and trace of activity
left by a hacker can be recorded in a log,
indicating those traces of activity in a detailed
way.
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Honeypot Operating ...

Honeypots are a highly flexible security tool with
different applications for security. They don't fix
a single problem. Instead they have multiple
uses, such as prevention, detection, or
information gathering.
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Security Categories

PREVENTION

A honeypot cannot prevent an unpredictable
attack but it can detect it. One case where they

prevent the attacker is when he directly attack
the server.
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Security Categories ...

DETECTION

Detecting intruders is similar to the function of
an alarm system for Protecting facilities when
an unauthorized activity appears.
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Security Categories...

RESPONSE

Honeypots provide exact evidence of malicious
activities and gives the information of the attack
to prevent any such in the future and to start the

countermeasures.
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Classification of HoneyPots

Honeypot can be classified according to two :
According to their Implementation Environment

According to their Level of Interaction
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These classification criteria eases understanding
their operation and uses when it comes to
planning an implementation of one of them
inside a network or IT infrastructure.



Implementation Environment




Production Honeypots

Used to protect organizations in real production

operating environments.

Production honeypots are used to protect your
network, they directly help secure your
organization.

Specifically the three layers of prevention,
detection, and response. Honeypots can apply
to all three layers.



Production Honeypots ...

For prevention, honeypots can be used to sfow
down or stop automated attacks.

For example, the honeypot Labrea Tarpit is used
to " tarpit" or slow down automated TCP attacks,
such as worms.

Honeypots can utilize psychological weapons
such as deception (mislead) or deterrence
(prevention) to confuse or stop attacks.
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Research Honeypots

The honeypot are not implemented with the
objective of protecting networks.
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They represent educational resources of
demonstrative and research nature whose
objective is cantered towards studying all sorts
of attack patterns and threats.
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Research Honeypots ...

A great deal of current attention is focused on
Research Honeypots, which are used to gather
information about the intruders’ actions.

For example, there is some non-profit research
organization focused in voluntary security using
Honeypots to gather information about threats in
cyberspace.



Level of Interaction

The term “Level of Interaction” defines the range
of attack possibilities that a Honeypot allows an
attacker to have.
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These categories help us understand not just the
type of Honeypot which a person works with, but
also help define the array of options in relation to

the vulnerabilities intended for the attacker to
exploit.



Classified bases of Levels




Low-Interaction Honeypot

Low-Interaction honeypots are typically the easiest honeypots
to install, configure, deploy, maintain, but customized to
more specific attacks.

Most importantly there is no interaction with the underlying
operating system. .30 Jo' * @usw b Jolad




Low-Interaction Honeypot ...

Emulate certain service

and applications
/dentify Hostile IP
Protect internet side of ﬁ ~
the network ~
Aftacker ~
m/ Low-interact
Capture limited “um::f

information



Low-Interaction Honeypot ...

Advantages
Good starting point.

Easy to install,
Configure, deploy and
maintain.

Introduce a low or at
least limited risk.

Logging and analyzing
is simple.

Disadvantage

No real interaction for
an attacker possible.

Very limited logging
abilities.
Can only capture

known attacks.

Easily detectable by a
skilled attacker



High-Interaction Honeypots

High-Interaction honeypots are extreme of
honeypot technology

Provide an attacker with a real operating
system where nothing is emulated or restricted.
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High-Interaction Honeypots ...

It control an attacker at the network level.

Information about attackers motivation,
actions, tools, behaviour, level of knowledge,
origin, identity etc.
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High-Interaction Honeypots ...

Honeynets

It provides real systems, applications and services for
attackers to interact with, as opposed to low
interaction honeypots such as honeyd.

p2)y0 (raxlge Sl ) (2819 B (w9 e 9o deliy o @iuciuw 3]
S Hhdy bLEI T L G wsS (o

-
== : —
- _— ‘ . -ﬂ- ‘
- -# ';
¢ |: ¥ L 44 i h_
Attecher " ¥ High-interacticn

Homeso:t



Advantage

You will face real-life data and attacks so the
activities captured are most valuable.

Learn as much as possible about the attacker, the
attack itself and especially the methodology as well
as tools used.

High-interaction honeypots could help you to
prevent future attacks and get a certain
understanding of possible threats.



Disadvantage

Building, configuring, deploying and
maintaining a high-interaction honeypot is very
time consuming as it involves a variety of
different technologies (e.g. IDS, firewall etc.)
that has to be customized.

Analysing a compromised honeypot is extremely
time consuming (40 hours for every 30 minutes
an attacker spend on a system).



Disadvantage ...

Introduces a high level of risk and - if there are
no additional precautions in place - might put an
organizations overall IT security at stake.

Might lead to difficult legal situations.



Comparision

Degree of involvement Low High

Real OS No Yes

Risk Low High
Information Gathering Connections All
Compromised Wished No Yes
Knowledge to Run Low High
Knowledge to Develop Low High
Maintenance Time Low Very High
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Honeypot Implementation

Honeypots are digital network bait and use
deception to attack intruders to the system. A
honeypot with different layers can be slow
down the attack, thereby making the attack to

be detected easily.
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Intrusion detection and logging applications
can be deployed within the honeypot.



Honeypot Implementation ...

The main concept of honeypot is to learn from
intruder’s actions. Additionally, honeypots are
not designed to be the sole source of security
for any network; they should be used in
conjunction with other security measures.
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Place of Honeypot

(Internet)

In front of the firewall }
~

DMZ (De-Militarized
Zone)

J
Behind the firewall
(intranet)




Honeypot farm

External Atackar

3 M

Desktop Server
Honeypot Farm

N

Solans Switch
Database
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Honeypot Farm ...

External attacker: 1 Penetrates the DMZ and scans
Network IP addresses 2 The direction appliance 3
monitors all unused address, and use Layer 2 VPN
technology to enable the firewall 4 to redirect the
intruder to the honeypot farm 5 which may have
honeypot computers mirroring all types of real network
devices.

Similarly, an internal attacker: @ scanning the network
for vulnerable systems (such as open file shares) is
redirected 7 by the honeypot appliance when he probes
unused IP addresses.
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Advantages of Honeypots

Valuable Data Collection i)yl slassls )9l aez

Collect data without noise, usually high value. Makes data sets
smaller and data analysis less complex.

Independent from Workload 5 ex> )l Sk

only need to process traffic.

they are independent



Advantages of Honeypots ...

Zero-Day-Exploit Detection ja0)g) ooldiw! (aseis

capture everything that is used against them, i.e. unknown
strategies and zero-day-exploits.

Reduced False Positives and Negatives

g.’;su&ug Cadio MS

Any activity with server-honeypots is an anomaly, which is by
definition an attack.

Flexibility i olaxil

vast amount of different honeypot software.



Disadvantages of Honeypots

Limited Field of View d9d=x0 W0 Olde

have one common problem: they are worthless if no one attacks
them.

Being Fingerprinted 0o¢ <&l 3l

LIH emulate services, that means that their services might behave
different than the real services

Risk to the Environment laowe Sl s

If honeypots get exploited, the higher the interaction level, the
higher the possible misuse.



Distinction Between Security Concepts

Honeypot + ++ +++
Firewall +++ ++ +
IDS + +++ +
IPS ++ +++ ++
Anti-virus ++ ++ ++
Log-Monitoring + ++ +
Cyber Security Standard | +++ + +




Thanks for your Attention.
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