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Introduction 00



• Intrusion Detection is the art of detecting 
inappropriate, incorrect, or anomalous activity. 

• Among other tools, an Intrusion Detection 
System (IDS) can be used to determine if a 
computer network or server has experienced an 
unauthorized intrusion. 

Intrusion Detection



• An Intrusion Detection System provides much 
the same purpose as a burglar alarm system 
installed in a house.

• In case of a (possible) intrusion, the IDS system 
will issue some type of warning or alert. An 
operator will then tag events of interest for 
further investigation by the Incident Handling 
team.

Intrusion Detection …



• Host Based Intrusion Detection Systems (HIDS)

• Network Based Intrusion Detection Systems 
(NIDS)  

Types of IDS



• The idea of honeypots began with two 
publications, “The cuckoos egg” & “ An evening 
with Bredford”. 

• “The cuckoos egg” was about catching a 
computer hacker that was searching for secrets 
in authors corporation. 

• “An evening with Berdferd” is about a hackers 
moves through traps that the author used to 
catch him. 

History of Honeypot



• According to Lance Spitzner, founder of the 
Honeynet project, a honeypot is a system 
designed to learn how “black-hats” exploit 
weakness in an IT system. 

ر لنسبه گفته • � ، �ک ل Honeynet، بن�انگذار پروژە اسپی�ت
 سپاتهای�  

گ
ی چگون� وء استفادە س�ست� است که با �ادگ�ی

.طرا� شدە است ITاز ضعف س�ستم " کلاە های س�اە"

What is Honeypot?



• A Honeypot is an intrusion (unwanted) detection 
technique used to study hacker movement and 
interested to help better system defences 
against later attacks usually made up of a virtual 
machine that sits on a network or single client. 

•Honeypot  ت که اس) ناخواسته(�ک تکن�ک �شخ�ص نفوذ
د و برای مطالعه حرکات هکرها مورد استفادە قرار � گ�ی 
.  دی استعلاقمند به کمک س�ستم دفا� در برابر حملات بع

� مجازی بر روی �ک شبکه �ا �ک ی معموً� از �ک ماشنی مش�ت
.ساخته شدە است

What is Honeypot? …



Honeypot 
Goals
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1) The virtual system should look as real as 
possible, it should attract unwanted intruders to 
connect to the virtual machine for study. 

، با�د س�ستم مجازی با�د تا حد ممکن واق� به نظر برسد •
جذب متجاوزان را ناخواسته به دستگاە مجازی برای مطالعه

.کند

Goals of Honeypot System



2) The virtual system should be watched to see 
that it isn’ t used for a massive attack on other 
systems. 

دە س�ستم مجازی با�د رصد شود تا ببیند از آن برای حمل• ه گس�ت
.شودن�به س�ستم های د�گر استفادە 

Goals of Honeypot System…



3) The virtual system should look and feel just like 
a regular system, meaning it must include files, 
directories and information that will catch the 
eye of the hacker .

 مانند �ک س�ستم معمو�•
�
 به نظر س�ستم مجازی با�د دق�قا

ست ها برسد و احساس شود، �عی� با�د شامل پروندە ها، فهر 
.دو اطلاعایت باشد که چشم هکر را به خود جلب � کن

Goals of Honeypot System…



Role of Honeypot



Operation 02



• Honeypots are, in their most basic form, fake 
information severs strategically-positioned in a 
test network, which are fed with false 
information made unrecognizable as files of 
classified nature. 

•Honeypots در ابتدایی ت��ن شکل آنها ، اطلاعایت جع �
ات���هستند که از لحاظ   قرار � در �ک شبکه آزما��ش اس�ت

� تغذ�ه � شوند و به ع ند، که با اطلاعات دروغنی نوان گ�ی
.�ص ن�ستندبا ماه�ت طبقه بندی �شدە قابل �شخهایی پروندە 

Honeypot Operating



• In turn, these servers are initially configured in a 
way that is difficult, but not impossible, to break 
into them by an attacker; exposing them 
deliberately and making them highly attractive for 
a hacker in search of a target. 

که اند دە در ابتدا به رو�ش تنظ�م ش�ورها به ن��ه خود، این •
ممکن ن�ست که توسط �ک مهاجم هک شو  در . نددشوار اما غ�ی

معرض قرار دادن آنها از روی عمد و جذب کردن هکر برای 
� هدف  .هکرهاست�افنت

Honeypot Operating …



• Finally, the server is loaded with monitoring and 
tracking tools so every step and trace of activity 
left by a hacker can be recorded in a log, 
indicating those traces of activity in a detailed 
way. 

ی• � شود، �انجام، �ور از ابزارهای نظاریت و رد�ایب بارگ�ی
�ک هکر بنابراین هر مرحله و اثر فعال�ت با�ت ماندە توسط

لاعات در �ک پروندە ثبت شود، �شان � دهد که اط� تواند 
.ثبت شدە از فعال�ت به رو�ش دقیق است

Honeypot Operating …



• Honeypots are a highly flexible security tool with 
different applications for security. They don't fix 
a single problem. Instead they have multiple 
uses, such as prevention, detection, or 
information gathering.

•Honeypots  ک ابزار امنییت �س�ار انعطاف پذیر با�
احد را آنها �ک مشکل و . کار�ردهای مختلف برای امن�ت است

قب�ل درعوض آنها کار�ردهای مختل�� از . کنندن�برطرف 
ی، �شخ�ص �ا جمع آوری اطلاعات دارند .پ�شگ�ی

Honeypot Operating …





• PREVENTION 

o A honeypot cannot prevent an unpredictable 
attack but it can detect it. One case where they 
prevent the attacker is when he directly attack 
the server. 

oHoneypot�قابل پ�ش بیی� جلن ی تواند از حمله غ�ی وگ�ی
آنها از کهمواردی�� از . کند اما � تواند آن را �شخ�ص دهد

ی � کنند این است که هکر مس  به حمله کنندە جلوگ�ی
�
تق�ما

.�ور حمله کند

Security Categories



• DETECTION

o Detecting intruders is similar to the function of 
an alarm system for  Protecting facilities when 
an unauthorized activity appears. 

o مجاز، شناسایی شب�ه مانمزاحهنگام شناسایی �ک فعال�ت غ�ی
.به عمل�رد س�ستم هشدار دهندە است

Security Categories …



• RESPONSE 

o Honeypots provide exact evidence of malicious 
activities and gives the information of the attack 
to prevent any such in the future and to start the 
countermeasures. 

oHoneypots � شواهد دق��ت از فعال�ت های مخرب ارائه
ی از بر  وز دهد و اطلاعات م��وط به حمله را برای جلوگ�ی

 � وع اقدامات متقابل ارائه � دمواردیچننی .هددر آیندە و �ش

Security Categories...



Classification 03



• Honeypot can be classified according to two :

According to their Implementation Environment 

According to their Level of Interaction

با توجه به مح�ط اجرای آنها

با توجه به سطح تعامل آنها

• These classification criteria eases understanding 
their operation and uses when it comes to 
planning an implementation of one of them 
inside a network or IT infrastructure. 

Classification of HoneyPots



RESEARCH 
HONEYPOTS

PRODUCTION 
HONEYPOTS 

Implementation Environment



• Used to protect organizations in real production 
operating environments. 

• Production honeypots are used to protect your 
network, they directly help secure your 
organization. 

• Specifically the three layers of prevention, 
detection, and response. Honeypots can apply 
to all three layers. 

Production Honeypots



• For prevention, honeypots can be used to slow 
down or stop automated attacks.

• For example, the honeypot Labrea Tarpit is used 
to " tarpit" or slow down automated TCP attacks, 
such as worms. 

• Honeypots can utilize psychological weapons 
such as deception (mislead) or deterrence 
(prevention) to confuse or stop attacks. 

 ) گمراە(سلاح های روای� مانند ف��ب •
گ

ی(�ا بازدارند� رای ب) جلوگ�ی
.�درگ� �ا متوقف کردن حملات استفادە کنند

Production Honeypots …



• The honeypot are not implemented with the 
objective of protecting networks. 

•Honeypot  شودن�با هدف محافظت از شبکه ها اجرا.

• They represent educational resources of 
demonstrative and research nature whose 
objective is cantered towards studying all sorts 
of attack patterns and threats. 

که هدف آنها نما�انگر منابع آموز�ش با ماه�ت نما�ش و تحقیق هستند •
.آنها مطالعه انواع الگوهای حمله و تهد�دها است

Research Honeypots



• A great deal of current attention is focused on 
Research Honeypots, which are used to gather 
information about the intruders’ actions. 

• For example, there is some non-profit research 
organization focused in voluntary security using 
Honeypots to gather information about threats in 
cyberspace. 

Research Honeypots …



• The term “Level of Interaction” defines the range 
of attack possibilities that a Honeypot allows an 
attacker to have. 

که �ک ط�ف وس�� از حملات را تع��ف � کند " سطح تعامل"اصطلاح •
Honeypot اجازە � دهد تا �ک مهاجم داشته باشد.

• These categories help us understand not just the 
type of Honeypot which a person works with, but 
also help define the array of options in relation to 
the vulnerabilities intended for the attacker to 
exploit. 

Level of Interaction



HoneyD
(Low-Interaction) 

Honey net 
(High-Interaction) 

Classified bases of Levels



• Low-Interaction honeypots are typically the easiest honeypots 
to install, configure, deploy, maintain, but customized to 
more specific attacks. 

• Most importantly there is no interaction with the underlying 
operating system. هیچ تعامل با س�ستم عامل ندارد.

Low-Interaction Honeypot

Nepenthes Honeytrap

Honeyd Web 
Applications 



• Emulate certain service 
and applications

• Identify Hostile IP

• Protect internet side of 
the network

• Capture limited 
information

Low-Interaction Honeypot …



• Advantages 

o Good starting point. 

o Easy to install, 
Configure, deploy and 
maintain. 

o Introduce a low or at 
least limited risk. 

o Logging and analyzing
is simple. 

• Disadvantage 

o No real interaction for 
an attacker possible.

o Very limited logging 
abilities.

o Can only capture 
known attacks.

o Easily detectable by a 
skilled attacker 

Low-Interaction Honeypot …



• High-Interaction honeypots are extreme of 
honeypot technology

• Provide an attacker with a real operating 
system where nothing is emulated or restricted. 

� شب�ه سازی �ا محد• ن�ود �ک س�ستم عامل واق� که در آن هیچ چ�ی
.شود، به �ک مهاجم ارائه ده�د

High-Interaction Honeypots



• It control an attacker at the network level.

• Information about attackers motivation, 
actions, tools, behaviour, level of knowledge, 
origin, identity etc. 

ل � کند• .مهاجم را در سطح شبکه کن�ت

ە مهاجمان، اقدامات، ابزارها ، رفتار ، س• � طح اطلاعات م��وط به انگ�ی
ە .دا�ش، منشاء ، ه��ت و غ�ی

High-Interaction Honeypots …



• Honeynets

o It provides real systems, applications and services for 
attackers to interact with, as opposed to low 
interaction honeypots such as honeyd. 

o این س�ستم ها، برنامه ها و �و�س های واق� را برای � فراهم مهاجمنی
.� کند تا با آنها ارتباط برقرار کنند

High-Interaction Honeypots …



You will face real-life data and attacks so the 
activities captured are most valuable. 

Learn as much as possible about the attacker, the 
attack itself and especially the methodology as well 
as tools used. 

High-interaction honeypots could help you to 
prevent future attacks and get a certain 
understanding of possible threats.

Advantage



• Building, configuring, deploying and 
maintaining a high-interaction honeypot is very 
time consuming as it involves a variety of 
different technologies (e.g. IDS, firewall etc.) 
that has to be customized. 

• Analysing a compromised honeypot is extremely 
time consuming (40 hours for every 30 minutes 
an attacker spend on a system). 

Disadvantage



• Introduces a high level of risk and - if there are 
no additional precautions in place - might put an 
organizations overall IT security at stake. 

• Might lead to difficult legal situations. 

Disadvantage …



Comparision

Characteristics Low-interaction 
Honeypot

High-interaction 
Honeypot

Degree of involvement Low High

Real OS No Yes

Risk Low High

Information Gathering Connections All

Compromised Wished No Yes

Knowledge to Run Low High

Knowledge to Develop Low High

Maintenance Time Low Very High





Implementation 04



• Honeypots are digital network bait and use 
deception to attack intruders to the system. A 
honeypot with different layers can be slow 
down the attack, thereby making the attack to 
be detected easily. 

•Honeypots جاوزان طعمه شبکه د�جیتال است و از ف��ب برای حمله به مت
ا با لا�ه های مختلف � تواند حمله ر Honeypots. به س�ستم استفادە � کند

.کند نما�د و از این ط��ق حمله را به راحیت �شخ�ص دهد

• Intrusion detection and logging applications 
can be deployed within the honeypot. 

Honeypot Implementation



• The main concept of honeypot is to learn from 
intruder’s actions. Additionally, honeypots are 
not designed to be the sole source of security 
for any network; they should be used in 
conjunction with other security measures. 

ی از اقدامات متجاوز استhonypotمفهوم اص� • علاوە بر این. �ادگ�ی
honypot ا با�د در آنه. اندتنها منبع امنییت برای شبکه طرا� �شدە

.کنار سایر اقدامات امنییت استفادە شوند

Honeypot Implementation …



In front of the firewall 
(Internet)

DMZ (De-Militarized 
Zone)

Behind the firewall 
(intranet) 

Place of Honeypot



Honeypot farm



• External attacker: 𝟙𝟙 Penetrates the DMZ and scans 
Network IP addresses 𝟚𝟚 The direction appliance 𝟛𝟛
monitors all unused address, and use Layer 2 VPN 
technology to enable the firewall 𝟜𝟜 to redirect the 
intruder to the honeypot farm 𝟝𝟝 which may have 
honeypot computers mirroring all types of real network 
devices.

• Similarly, an internal attacker: 𝟞𝟞 scanning the network 
for vulnerable systems (such as open file shares) is 
redirected 𝟟𝟟 by the honeypot appliance when he probes 
unused IP addresses.

Honeypot Farm …



Advantage & 
Disadvantage
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• Valuable Data Collection ارزشمنددادە هایجمع آوری
o Collect data without noise, usually high value. Makes data sets 

smaller and data analysis less complex.

• Independent from Workload مستقل از حجم کار
o only need to process traffic.

o they are independent 

Advantages of Honeypots



• Zero-Day-Exploit Detection  روزصفر�شخ�ص استفادە

o capture everything that is used against them, i.e. unknown 
strategies and zero-day-exploits.

• Reduced False Positives and Negatives 

کاهش مثبت و من�ف کاذب•

o Any activity with server-honeypots is an anomaly, which is by 
definition an attack. 

• Flexibility انعطاف پذیری

o vast amount of different honeypot software.

Advantages of Honeypots ...



• Limited Field of View م�دان د�د محدود
o have one common problem: they are worthless if no one attacks 

them.  

• Being Fingerprinted اثر انگشت بودن
o LIH emulate services, that means that their services might behave 

different than the real services 

• Risk to the Environment خطر برای مح�ط
o If honeypots get exploited, the higher the interaction level, the 

higher the possible misuse. 

Disadvantages of Honeypots 



Distinction Between Security Concepts 

Objective Prevention Detection Reaction

Honeypot + ++ +++
Firewall +++ ++ +
IDS + +++ +
IPS ++ +++ ++
Anti-virus ++ ++ ++
Log-Monitoring + ++ +
Cyber Security Standard +++ + +



Thanks for your Attention.
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